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Together, Endace and Splunk bolster security and performance
by combining real time answers from your connected machine
data with streamlined access to network packet history for
rapid and conclusive resolutions.

Splunk® Enterprise is an industry-leading software platform for
collecting and correlating machine data generated by a variety of
different IT systems and infrastructure components. Customers
use Splunk to provide real-time visibility into network security and
performance issues, detect threats and analyze user behavior for
evidence of malicious activity.

Combining Splunk’s detection and alerting capability with a complete
and granular history of network traffic gives analysts deep context
around events and provides the definitive evidence they need to
conclusively investigate these events and respond appropriately.

EndaceProbe™ Analytics Platforms capture and record 100% of
network traffic, regardless of network speeds or loads, providing an
unparalleled level of detail and accuracy. Recorded network packets
are time-stamped to nanosecond-level accuracy allowing analysts

to zoom in to investigate short-lived events, such as microbursts

or pre-attack intrusions,that are often invisible to other monitoring
solutions. Access to detailed packet-level history lets analysts accurately
reconstruct events to identify conclusively what happened, why and
how it happened and to then respond appropriately. Critical issues
can be prioritized, and false positives quickly identified and flagged so
detection can be tuned.

Leveraging the EndaceProbe’s open architecture, Endace’s Fusion
Connector for Splunk integrates with and extends Splunk. Security
Operations (SecOps) or Network Operations (NetOps) analysts can
select an event in the Splunk dashboard and quickly pivot straight to
the related packet-level history recorded on EndaceProbe, dramatically
reducing the time needed to investigate and resolve issues.

Endace’s Fusion Connector for Splunk is a free, easy to install plugin
available from Splunkbase or the Endace Support Portal. It directly
connects analysts, via an elegant and seamless workflow, to the precise
network packets they need to investigate the root cause of problems
and respond.

Analysts can click on a Splunk event to pivot straight to the packets
of interest in EndaceVision, the EndaceProbe’s built-in, browser-based
investigation tool. With the relevant packets isolated in EndaceVision,
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analysts can zoom out to look at precursor events, or zoom in to look
at packet-level detail in EndacePackets, the EndaceProbe’s integrated
packet decode tool. Alternatively, Splunk users can also pivot to PCAPs
directly in EndacePackets or they can be downloaded directly to your
Splunk Ul as a PCAP file where you can then open it locally and be
analyzed using Wireshark® or other packet decode tools, or for archival
and evidentiary purposes.

Integrating EndaceProbes with Splunk combines broad network visibility
with comprehensive search and drill down investigative capability
directly from you Splunk Ul.

This integration offers SecOps, NetOps and DevOps teams the fastest,
most conclusive way to investigate and respond to any security and
application or network performance issues Splunk records, regardless of
which monitoring tool they originated from. It provides a standardized,
streamlined investigation workflow that allows analysts to quickly
identify the scale and root cause of an issue and respond appropriately
to minimize the damage.
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splunk App: Endace Fusion Connector « essages Settings v Activity = Help = Find
Search Search Appliances ,e\ endaf_e
New Search Save As v Close

1 host="%" Last 24 hours n
+ 54 events (8/1/19 6:00:00.000 PM to 8/2/19 6:01:00.000 PM) No Event Sampling = Job - A & 4 ? Smart Mode =
Events (54) Patterns Statistics Visualization

Format Timeline v — Zoom Out L hotxparcokarin

List = # Format 20 PerPage v 2 = Next >
< Hide Fields = All Fields i Time Event
s ~ 8/2/19 Aug 2 17:58:31 18.249.74.108 Aug 2 22:58:22 ciscoasa SFIMS: Protocol: TCP, SrcIP: 201.56.77.98, DstIP: 10.208.12.200, SrcPort: 8@, DstPo
h 1 5:58:21.000 PM rt: 26963, Priority: 1, DE: Primary Detection Engine (e4dSb128-4edd-11e8-8aa5-db3dal746b24), Policy: Endace Lab, GID: 1, S5ID: 15306, Revi
a host
1 sion: 22, Message: "FILE-EXECUTABLE Portable Executable binary file magic detected", Classification: Potential Corporate Policy Violation
a source

, User: No Authentication Required, WebApplication: Microseft, Client: Internet Explorer, ApplicatienProtocel: HTTP, ACPolicy: Endace Lab

a sourcetype 1
= 5 , NAPPolicy: Security Over Connectivity
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Initiate a search across multiple EndaceProbes for packets related to the event.

splunk.‘ App: Endace Fusion Connector v Messages Settings * Activity = Help ~ Find

Search Search Appliances @ enda(e

Search Appliances

IP Address 1 Port 1 Port 2 Time Range
201.56.77.98 80 26963 Date & Time Range
IP Address 2 Protocol Start Time End Time
10.2012.200 TCP 2019-08-02 16:53:31 -06:00 =] 2019-08-02 17:03:31-06:00 ]
O.SEarch
Search Results  clear
Host name Search Status Download
IP address 1 201.56.77.98 port1 80 100%
IP address 2 10.20.12.200 port2 26963 bytes 157.430 kB /491127 GB B rcap B ERF
dim-1.lab.endace.com protocol TCP packets 235 /608221263
start 2019-08-02 16:53:31 -06:00 data sources 5/20 d? Pivot-to-Vision

end 2019-08-02 17:03:31-06:00

Refine search parameters, download PCAP or ERF file, or Pivot-to-Vision to investigate further using EndaceVision.
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Files  Investigations  Management

PiVOt from Splunk V4 % | Layout~ W Play Toolsv | Sendv =+

6 Sources dp89-4:Main (rotation-file... Filter Directionless IP is 201.56.77.98, 10.20.12.200 Time 10 mins; 15 minutes ago
Traffic Breakdown By | Application 4| Top 10 ordered by | Bits Per Second NEE - =
40M http 150 MB
E ® microsoft 163 KB
S
] 7
; S ® ssl 76 KB
o ® dns 7KB
z
oM
17:54 1755 17:56 17:57 17:58 17:58 18:00 18:01 18:02 18:03
Time (UTC-5)
Conversations By [ IP Address ORE: =%
IPs Packets Bits Bits/s
Host A Host B Duration Total A-B B>A Total v A=B B=A Total A=B B>A
10.20.12.200 81.192.53.141 1m 40s 146,240 73,125 73,115 919.7 Mb B76.4 Mb 43.3 Mb 9.2 Mb/s 8.8 Mbfs 4330 Kbls =~
10.20.12.200 67.19.18.221 29s 37,054 18,529 18,525 232.9 Mb 11.0 Mb 222.0 Mb 8.0 Mb/s 378.9 Kbis 7.7 Mbis =~
10.20.12.200 201.56.77.98 5s 235 120 s 1.3 Mb 895.2Kb 1.2 Mb 251.9 Kb/s 19.0 Kb/s 232.9 Kbls =~
10.20.12.200 49.18.21.209 5s 180 95 95 257.0 Kb 142.4 Kb 114.6 Kb 51.4 Kb/s 28.5 Kbis 22.9 Kbis =~
10.20.12.200 32.92.65.220 5s 180 90 90 248.4 Kb 137.8 Kb 110.6 Kb 49.7 Kbis 27.6 Kbis 22.1 Kbis
10.20.12.200 92.89.10.210 5s 170 85 85 242.0 Kb 135.6 Kb 106.5 Kb 48.4 Kbls 27.1 Kbls 21.3 Kbis =
10.20.12.200 31.10.55.224 5s 170 a5 85 241.0 Kb 134.4 Kb 106.6 Kb 48.2 Kbis 26.9 Kbis 21.3 Kbis =~
1N 20 12 200 1001 BR 1N Re AR 25 20 &2 2 Kh 27.0 Kh 253 Kh 1N & Khie 5.4 Khis 5.1 Khis ==

Analyze Network history with EndaceVision a powerful, browser based traffic analysis tool.

Files Investigations Management

Pivot from Splunk & % | Layout~ | P Play | Tools~ | Send~ | =~

& 4 splunk.pcap

d = ® R @ Q &= = EIEHE & QA QE
[ oly a display filter ... <32/> +| Expression.. +
No. Time Source Destination Protocol Length Info
= 0.000000 10.20.12.200 .91.56.10 DNS 91 Standard query @x67a8 A windowsupdate.microsoft.com
+ @.000089 19.91.56.1@ .20.12.200 DNS 187 Standard query response @x67a8 A windowsupdate.microsoft.com A 19.91.55.67
9.000191 10.20.12.200 .91.56.10 TCcP 74 7485 - 80 [SYN] Seq=0 Win=5792 Len=0 MSS5=1460 TSval=2887601423 TSecr=0
0.000266 19.91.56.10 .20.12.200 TCP 74 80 — 7485 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS5=1460 TSval=2887601715 TSecr=2887601423
0.000341 10.20.12.200 .91.56.10 TCP 70 7485 - 80 [ACK] Seq=1 Ack=1 Win=5792 Len=@ TSval=2887601899 TSecr=2887601715
0.000414 10.20.12.200 .91.56.10 HTTP 358 GET / HTTP/1.1
9.000533 10.20.12.200 .91.56.10 DNS 91 Standard guery @x67a8 A windowsupdate.microsoft.com
0.008576 10.20.12.200 .91.56.10 DNS 91 Standard query @x67a8 A windowsupdate.microsoft.com
0.000622 19.91.56.10 .20.12.200 DNS 197 Standard gquery response @x67a8 A windowsupdate.microsoft.com A 19.91.55.67
0.000664 19.91.56.10 .20.12.200 DNS 107 Standard query response @x67a8 A windowsupdate.microsoft.com A 19.91.55.67
0.000689 10.20.12.200 .91.56.

91 Standard query @x67a8 A windowsupdate.microsoft.com
7485 [ACK] Seg= =281 Win=7240 L T

15 0.008778 19.91.56.10 12.200 Standard query response
16 0.008782 19.91.56.10 10.20.12.200 HTTP 366 HTTP/1.1 382 Moved

YYvvvyy

Frame 1: 91 bytes on wire (728 bits), 91 bytes captured (728 bits)

Ethernet II, Src: MS-NLB-PhysServer-26_c5:01:00:00 (@2:1a:c5:01:00:00), Dst: MS-NLB-PhysServer—26_c5:04:00:00 (02:1a:c5:04:00:00)
802.1Q virtual LAN, PRI: @, DEI: o, ID: 1@

Internet Protocol Version 4, Src: 10.208.12.200, Dst: 19.91.56.10

User Datagram Protocol, Src Port: 49677, Dst Port: 53

Domain Mame System (query)
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Decode packets without download using the built in browser based packet analyzer based on Wireshark.
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This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the Federal Communications Commission [FCC] Rules. These limits are
designed to provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instruction document,

may cause harmful interference to radio communications.Endace™, the Endace logo and DAG™
are registered trademarks in New Zealand and/or other countries of Endace Technology Limited
Other trademarks used may be the property of their respective holders. Use of the Endace products

described in this document is subject to the Endace Terms of Trade and the Endace End User License
Agreement (EULA)

For more information on the Endace portfolio of products, visit:
endace.com/products

For further information, email: info@endace.com




